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DEFENSE INVESTIGATIVE SERVICE
1900 HALF ST . SW

WASHINGTON. D.C. 20124- 1700

5

FOREWORD

This Supplement, together with tbe DoD 5220.22-H, "Industrial Security Manual
for Safeguarding Classified Information" (ISM), provides guidance to industry
for marking classified information.

The Supplement contains information of value to the authors or to the
approver of classified information who must ensure the propriety of security 0
classification markings, to the administrative personnel who must prepare the
finished product, and to other personnel who generate or access the
classified information. It does not cover every conceivable situation that
may be encountered in the creation of classified material; however, it does
illustrate proper markings as required by paragraph II and Appendix II of the
ISM.

Any comments and/or suggestions for improvements should be forwarded through
your cognizant security office to the Director, Defense Investigative
Service, Attn: V0430, 1900 Half St., SI, Washington, DC 20324.
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SAMPLE 1. CLASSIFIED DOCUMENT WITH Front and Back Cover.

Na

4

cc

"FRONT
COUER

BACK SECRETBACK

COVER J April 16,1984

Document Title (U)

"ABC SECURITY COMPANV
"111 Main Street

Anytown, USA 22222

Clawssfied by OPNAVINST 5510 iC

ofMarch 30, 1983
C, Ocia~ssi on May 29.1988

SECRET

*May be placed in another prominent place in the document.
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SAMPLE 2. CLASSII-IED DOCUMENT WITHOUT COVERS.

4,

CONFIDENTIAL

ABC SECURITY COMPANY
111 Main Street

Anytown, USA 22222

April 16, 1984

FIRST PAGE

BACK PAGE I
(Desirable but
not mandatory)

Classified by DD Form 254
N00011 -84 -C - 0022 of Jan 5, '84 0

Oeclassify on November 30, 1991

CONFIDENTIAL

* May be placed in another prominent place in the document.

6
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SAMPLE 3. GUIDE FOR OVERALL AND PAGE CLASSIFICATION MARKINGS.

AN

S

(if any)

* Table of Contents(it any)

**

OVERALL SECURITY CLASSIFICATION
MARKED TOP AND BOTTOM

* PAGE MARKED ACCORDING TO ITS CLASSIFIED CONTENT
OR "UNCLASSIFIED"

* OVERALL SECURITY CLASSIFICATION MARKED TOP AND
BOTTOM (not mandatory) •

7
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T SC,

0

"•TOP SECRET 0 0 FTF •

CONFIDENTIAL

co"
0

CONFIDENTIANTOPL
*0

0

All of these markings are acceptable for marking classified information. The size, type, or color of the 0
markings, alone, does not make the markings conspicuous. What is conspicuous on one document or type
of materiai may not be conspicuous on another- A marking is conspicuous when it will be noticed and
recognized by the holder as separate or different from other information or material, and it will serve to in-
form and warn of the special requirements necessary for protection of the information. Every effort should
be made to make the markings as conspicuous as possible consistent with the production methods being
used when creating classified documents or material.

0
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ISRICTfO OATA
f4* MAMMA#A CONITAIN4S RESTRICTED 0.1TA 45
)EfiE D IN TIPA ATOMI EINRGY ACT Of 19S4

TJftAUrOIUZED DISCLOSURE SUBJECT TO AONINI"i IRA r•tI Aso Cam4"AL SA/c rTO#S
•' SECRET

FORMERLY RESTRICTEO DATA
UTRAUTHORUEL, OISCiOSURE SU11JECT TO ADAINI
SmATIE AND CRSA SANCTIONS HANDLE
AS RESTCTVO OATA -IOREOG• o•ISSE•NA• Oid J
SECTION 1"b ATOMIC ENERGY ACT OF ,A TITLE (U)

" • DATE

WARNING NOTICE I
INTELUGENCE SOURCES OR METHODS INVOLVED

FURTHER DISSEMINATION ONLY AS
AUTHORIZED 8Y CONTRACTING OFFICER

REPRODUCTION REQUIRES APPROVALi 0
OF ORIGINATOR OR i NAME and

HIGHER GOVERNMENT A'JTHORITYm ADDRESS

FOREIGN GOVERNMENT INFORMATION SC

THIS DOCUMENT CONTAINS NATO CLASSIFI-Eb

INFORMATION

These are additional markings commonly used on classified material. The appropriate markings are
placed on the front cover of a document or on the first page if there is no cover The markings serve to
notify and warn the holder of special requirements for protection of the information and must be promi-
nently placed on documents, on material itself, if feasible, or in accompanying documentation.

9
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SAMPLE 6. CHARTS, MAPS, DRAWINGS AND TRACINGS

a

SECRETEP 4

RSECRET

A chart, map, drawing, or tracing is marked to show its overall classification, the classification of the
legend, title, or scale block, the declassification markings, date of preparation and the name and address
of the preparer. The classification markings may not be abbreviated. If feasible, any identifiable portions
should be portion marked.

If a chart, map, drawing, or tracing is folded or rolled, the overall classification markings must be added to
be visible when it is folded or rolled.

100

I SEP
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SAMPLE 20. MARKINGS UNDER PREVIOUS EXECUTIVE ORDERS.



SAMPLE 7. PORTION MARKINGS. This sanple illustnit and explains portion marking. 0

SECRET

ABC SECURITY COMPANY S
1I I MAIN STRECT

ANYtOWN UIA ZZRZZ

May l1, 1984

NHNOIANDUM FOR ALL CLEARED kLPLOYEES

SUBJECT: Marking the Security Classification of Portions (U)

I. (U) This is a sample of a classified document. It shows the proper method

at applying portion markings required by the Industrial Security Manual. It
should be noted that there is no longer a mandatory requirement to portion

mark subparagraphs. However. it remains the policy of the Industrial Security
Program that portions of classified documents shall be marked in such a manner

that eliminates doubt as to which of the portions contain or reveal classified
information. For example, this entire paragraph would contain SECRET and
CONFIDFTIAL information but the lines of this opening part would contain

UNCLASSIFIED information and is clearly marked to show that it is
UNCLASSFIrED.

a. IS) It is important to understand the basic premise underlying the

portion marking requirement. That is, the recipient of a classified document S
is entitled to know what the classilication of each portion is or that some
portions are noL classified. If this portion of paragraph I contained SECRET
information it would be so marked.

b. (C) If this portion at paragraph I contained CONFIDFNTIAL inlormation
it would be so marked.

2. (U) These lines are UNCLASSIFIED as indicated and have been developed to • 0
show another portion marking situation. That is., paragraphs 3 and 4 that
follow are essentially the same but are arranged differently to illustrate a
clear case where there is no requirement tor "subparagraph" marking.

3. (C) In a classified document, the portions that require markings are:

*paragraphs;

* subparagraphs lit necessary for clarity);

"* charts; and

"• illustrations.

4. (C) In a classified document, the portions that require markings are

paragraphs, subparagraphs (it necessary for clarity), charts, and
illustrations.

5. (U) Even though it is no longer mandatory to mark subparagraphs, they
should be marked if the classification is differint from the, preceding part.
Remcmk-r, portions have to be marked in such a way that there is no doubt
about the classification status ou each of them

Classified by: OPNAVINST S5310.3
of 12/3/83

Declassify on: July 31, 1989 MiANACEF

SECRET

UNCLASSIFIED SAMPLE-For Training Purposes Only
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SAMPLE 8. MARKING MAJOR COMPONENTS.

SECRET
Attachment I to TOP SEIRET Memrandum dated July ', 19814

ABC SECURITY COMPANY
StI MAIN STREET

ANYTOWN USA ZZZaZ

Tune 1H, "tI ,

MtI'NIKANDUM i0lR All CLEAPH) 1-14PLOYEES

SIBJE(IT: intormit oIl about Maj• l Lompoent s't ClIassI I Ied D-umT.IrI VI)

I. II This oample shows how to mark major S-mponats fl Ial I ,,i''ited doutrlti

that are Intended to he. or that are likely to h,., used a'. s.,rate d....mv " tI.

Exazmples ot major components include an annex, appendix. or attachment. and
other w)alr par ts it a complex classitied do-iment. Tht, t;tiple I, Att-ittent

I to a TOP SkuREi Memorandum and is marked as ,t -, l-p,,' ent thrat -i11 he

separated trom the basic memorandum. This portio. I, marked -1 It It were
((INF I DENI AI..

.2. (S,) K ,,r omponlent- ate waikI-d the stame a-s -I 1Idivl,', K las 1iT ,c"

doclment . All it the markir,'s requireu t, r aitindi,-iai J- ,,nm- t, -icIh a0.

the identit d icat marking!;. )veral I m.rir ings. pag, ,il prt I-: -rr, Tf g.

dglluagtdlng/det]- .ilt [cat iti markings . AInld pall' ap' I ' wrrI l' IIt !, es I

appl led to the aJ'tr ,mpotllp rt . This mett...od io mart in wi i -- t.10 tLheit

,ipjroprl<ate m irkilngs r-t-n ll Lnft.t hl ) ithe flt' , I,,lf l r ,l I ' i r, iT r- II ,

rest 01! thTe dtcumeut ITnd ltl- all -, totr ih .Ol,, rAtioii -: - -t' l nt, ' !
dosl-ments inrtl 'ne complex diClimellt w.thoul malr remarkinif' I,' , e loti

do-ume:ItI. This I, Iritt l I, marke.+! , it it w're sI- I2.

1. ý') it a.; -ftire maIr I lent isl ITA I. F ii, tilhe I .t tf page , I !I.
.omplnt',nnt mIay be mrerked NI T ASSTIF:Pi. at the tol, iotd bottonm i. st Item't
added, -1bh a.. "AIT POlRTION%, Ilf THIS A!TAITIMENT ARI ' %CLAS" IliF T11" nd

turther marking oit that clmpnp.eft is nie,' irv. Thi< milT thd i,,t rlt i .'I1

,-t.-r 1, '.NCIA,' :FLIF.I) maj,,r ,-mponie t w lI ,Ill5lý lt thet re I .t1 T!,,It tit I p t
fi ttic l . s. s i]t ieT Io umenlt waS IlI-f i niIll'tertt lt Civ ef t 'Irmarkeh t. Thi,s p rt ,1<

-m rked a• Is it were 'TN( .ASSIFIýTI.

I: I tau i,, oi -Si' ener IC•,T when -eparrtting such J .-Imeuts I- a-1u
,CII..i•tabli t' ,,ifS ,-ntr,: rei ord, ma, eleed tl be mudit ied It retied t,

e;lSltll proper ,tc. ulttnthIlits , t the material. This portion is mrked as it

it w.t, IN% I.ASSIFILD.

, ' . TlDE •
Securitv Manager

I i I + , l l T-,I by: ilPNAV INST S5i10. I Attachment l to

1 ':13/HI TOP SECRET Memorandum
D-t I -it It on : -i 1 1 . 1984 ;Ited July . 19814

SECRET

A classified major component is marked as a separate classified document An entirely unclassified
component is marked as such and with a statement to ensure the recipient that it was not inadvertently
left unmarked

12
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AMPLE 9. MOTION PICTURE FILMS AND VIDEO TAPES

a

ALSI 1E D BYA US AF WI

DCAS YON31 D,,Ui

Atil theane bei(nUndedo)ac ae

AKh reelY ortaeOsMPArkdaNhYI scur ~

le i ni g an nd wth tile bear n (U'r a wg

oA bee vegsibie when proeced The reelrel

Video Cassette Cotinru) CONFIDENTIAL

0

S ree or tap is make at th 0B SE U I Y O P N



SAMPLE 10. SOUND RECORDINGS AND CONTAINERS.

FSECR-E-T-

I I MAIN ST"1ggy7

"THE INFORMATION ON "OWNU. USA ISSX

THIS RECORDING 1111 .18

IS CLASSIFIED SECRET' Cinmsntu Container (U)) RA n]I
At thle bepirmm arid OWd of Urn recollri~g

SECRE -E 7R T

ABC SECURIPTY COMPANY
I II "AIN STWEE?

AN1YT1W". USA ZS2222

may 9. 1964/

THIS RECORDING
IS CLASSIFIED SECRET"
At ftw bepnnmig anld eOd of fti recoding

An audible statement of the overall classification is placed at the beginning and end of the recording. The
reel or cassette, and the container, are marked with the other appropriate markings.

14
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./PHOTOGRAPHIC SCIENCES CORPORATION
770 BASKET ROAD " ,1 '

P O. BOX 338
WEBSTER, NEW YORK 14580

(716) 265-1600

SAMPLE 11. PHOTOGRAPH AND TRANSPARENCY OR SLIDE.

/ SECRET SEClET

(FRONT OF PHOTOGRAPH) (BACK OF PHOTOGRAPH)

ClASSIFIEI It 199 HC A C SCIY CLASS GUI1(IECLASSIFI SI 31 EEC 1911

Ar18 19M4

ABC Sýr•vty Co.,pan

-"St=.- SS
SECR T A~l•. , n222

SECRET
I I I ISECRET

Photograph.
A photograph is marked with the overall classification on its face, if at all possible. Other markings

may be on the back of the photc:graph. Markings may be affixed by pressure tape label, stapled strip, or * 6
other means.

SECRET

SECRET

(IMAGE AREA)

SECRET

CLASSME In M I SOURCES SCABC or•ty Comp-VD[QM " ON: OAK "= SECRET .......... 22
NOJS.Slfl 011: 0806 Ap,i 18. 1984

Transparency or Slide.

A transparency or slide is marked with its overall classification in the image area and on the border,
holder. or frame. Other markings may be in the image area, on the border, holder, or frame, or in accom-
panying documentation.

15
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SAMPLE 12. MARKING TRANSMITTAL DOCUMENTS.

SECRET0
ABC SECURITY COMPANY

I II MAIN STREET

A NYT OWN USA Z2222

May 16. 1984

)'IMlOkANiL)Uii h,'i A.._ IL'.,JyD `MPI I1Y1I S

SUSAICT; KARKIT -. KANSM ITTAL ti(uL MLNT•, (U)

1. I c , iilI, Svan
1

le tiowI nowT~ t, mark ,. I. IIS\TIU)NUA.. IrlvI~t~

tIiat hiyAS AS 11 IL L.,Iil-IEf ali,'I er d, LI-rl't ,* -Y Ii l. -i I I, It I, L~ii. SI

[hveL 11 , ls , l rýbi. 11 11,' 1Ire Al, UNCLASI1t t

I,.I F I DFN7 AT z I rTtrl t i, r

tL0C It ~ I. , IC bt-h,le11 to* IIrs T,
1 

IIj l

P ,1' t L , t , ~t M11.1 t,11.11 i r t I " Id I IIýt ,1

I'll-I rkl il IreL I !

7ýer 1 a It tr- ý1, 11 T - I: t 1.14,

1:1t IMa I i ii t "Zi .1t 1l~ 1 II A ' ltý

1, It Irt Mi ;pr It ' ,

I Ie . IT ý .

It 11 tii 'Ir If - ,' 31 tr tt I i III p

At t-~I t. ,

- .. 1.1 ~ pDOWNGRADE TO CONFIDENTIAL

)7lk ME8NSEPARATED FROM
SECRET ATTACHMENT

SECRET

Transmittals are always marked with the highest level of classification of any information being trans
mitted. Notations, as appropriate, are added to show the classification of the transmittal when the attach-
ments ate removed or that it is unclassified upon removal of the attachments,

If)

UNCLASSIFIED SAMPLE-For Training Purposes Only



0

SAMPLE 13. INTERIOR PAGES WITH A CHART.

SECRET SECRET

T T T- T [ T T T

F 7 --- 1

SECRET _ to 0

-jl Ii.CRE 1 1111 l-

SECRET SECRET

SECRET SECRET 0

,,, ' .- a',• a, ,,, .-- E'- "". j, ., i ;clasitM d, ue G,,U ,•,IS

CONFIDENTIAL

" CONFIDENTIAL

SECRET SECRET

A chart is considered a portion of an oversll document and must be marked according to its classifi-
cation. These markings may not be abbreviated. Captions are also marked according to their classification.
The markings applied to a chart, even if its the only information on a page. are not a substitute for page
markings.

17
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SAflMPLE 14. MARKING FOREIGN CLASSIFIED INFORMATION. This illustration shows
the marking requirements for documents containing foreign goveirinment information.

SECRET

OEUTSCHE INDUSTME NORMEN1 DEUTSCHE INDUSTRIE NORME!'I

,GERMAN 'ftOUSTIiAI STAHOA11Sl III

22 I-ebroui 1976 22 Februar 1976

SECRET
GEHEIM GEHEM

A classified document received from a The U.S. classification and the country of origin
foreign government, are placed on the document in ENGLISH.

AAC SECURITY COMPANY

I 11 Main Street
Anvto,,vn. USA 222220

APRIL 16,1984

INDUSTRIAL STANDARDS IUI '

1- 1 "I 1 0

FOREIGN GOVERNIMENT INFORMATION]

OR 'A

TH[UOCMENCONTAINS7

Classified by, Muftiple Sour-ces r"I'* ' I

Dec~assify on. OADR

%FI7RF I SECRET

A contractor -generated document that An interior page of a document that contains
conltains foreign classified information, foreign claasified information.

18
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UNCLASSIFIED SAMPLE For Training Purposes COnly

SAMPLE 15. DECKS OF ADP PUNCHED AND APERTURE CARDS.

CON FlDENTIAL
May 1, 198

~CONFIDENTIAL

Dek o DPPn ari. hn h dc shnde adCON FllD a nl ouENTIoLy h

fis n atcad o ekretieteoerl 
lsiiai~ ak~S A dditionalcadsade

I IV

CONFIDNTIAL0

COFDNCL TIF ESAMLEFrrang rpeSOl

0 *0 C 

0*



SAMPLE 16. REMOVABLE ADP MEDIA.

Diskette SECRET
Classified by: Multiple Sources
Declassify on: September 30,1989Property of: 0

Removable ADP Media (U)
ABC Security Company May 10, 1984
111 Main Street
Anytown, USA 22222

0

©* °

m0

Removable ADP storage media and devices used with ADP systems and word processors must be
marked on the front only with appropriate markings to indicate the highest level of lIqssified
information contained therein. Pressure tape, labels, etc., may be used to apply the required markings.

20
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SAMPLE 17. CONTINUOUS FORM (FAN FOLDED OR ROLLED) DOCUMENTS

41, 
I4

C~~~ ~ 
D0AVAV

0

00

The classification markings are required only on the first and last page. and the front and back covers, if any.0

Interior pages do not require markings. If separated. additional markings must be applied to each document

created as a result.
21
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00 0 0 0 0 0 0 .

SAMPLE 18. PAGE REMOVED FROM ADP CONTINUOUS FORM DOCUMENT,

0 CONFIDENTIAL

ABC SECURITY COMPANY

* I MAIN STREET
0 ANYTOWN. USA 2•22Z

* May16,1984

*.

(U) This portion is Unclassified.
* (C) This portion is Confidential. 0

* 0
Classified by; Multiple Sources
Declassify on: OADR * * *

0

* 0

*
* 0

0 0

CONFIDENTIAL

0

If a single page is removed from the document, all the markings required for any classified document shall be ap-
plied to the pag- The separate documents created may still be handled, controlled, and marked as a continuous form
document but requires additonal marking.

22
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SAMPLE 19. MARKING CLASSIFIED HARDWARE/EQUIPMENT.

. 0

4"

LABEL

00O 2?54 12-6--81

N 00019--81--C--0269

ý0 89
ZI1 JULY 1989 Ar

0* 0

0

This sample shows how to mark classified hardware/equipment. If at all possible, the classification mark-
ings should be affixed to the item itself. These markings may be stamped, printed, etched, written, en- 0
graved, painted, or affixed with a tag, sticker, decal, or other similar device. It marking the item is not
practical, provide the intended recipient with written notification of the appropriate markings.

23
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SAMPLE 20. MARKINGS UNDER PREVIOUS EXECUTIVE ORDERS.

Markings under E.O. 10501 of Noviember 5. 1953:

,GROUT l GROtT 3

Exituded trrom outornritic dowTngrading Ilowigraded LIt 12-yeir intervI, I,)[

And declassitication autoMILLAIl delaitied

Exemrnpted from automatic dowrigroJin6 wIoygr ded it 3-ye ir intervals;
eclasiied ter 12 vearý

Markings under E.G. 11652 of March 6, 1972:

;,e~riU :,uclasiti-ation Sihedule (GDS) Exeript trom G!'

LA: ý IE F1il BY I::LA'IýIIFI: 3Y

.:A.JE . n"l .:;P E.O. l1h52 EXEUPT FI<M ; OF E.O. 112')

7,ýA ` I ALLY G'; k~V AT (12 IE1TIG.T G R (,or Uri
:'W,- tEAR IUTERVAI.> _____ (ettetived
U•' L•\.•'>IF1E1 GN : 2l*e ",[ f' !, ye r)

Adva ned 2'e11 I tj1ýAtion Schedute Exclud,<d :rom .I>

I. IP\EYIF'- ?f "__________________ ;LA:; 1 IIE[ "I ___________

(et tej tive ,te) EXCLU1i4P FROM MIE f i; *
E," ;T1AL , e tet -<ti: 'e date)

)iE'1A Ft'Y o:. (e!ftfectrive date)

Markings under EO. 12065 of June 28,1978: 0

1 , l \ : I F 'r. `,Y ( I A '.i ,; I F I E P• BY

UN (date) (date .ECLA):;IFY

I'l[ ý- IA ýi F .~r BY

Seview declassifiatioo on (date)

This sample shows the various downgrad rig/declassification (hereafter referred to only 'a declassification

markings that have been authorized under previous executive orders. E.0 12356 dries not require remark 0

rig of any of the old material. Old material that has been marked, or remarked, for automatic declassifica-

tion on a specified date or event, may be declassified pursuant to such markings. Information extracted

from such old material shall carry those instructions forward to the new material. Old material that does

not specify a date or event for declassification may no' be declassified without authorization of the

originating agency. Information extracted from such old material shall be marked with the notation.

"Originating Agency's Determination Required" or "OADR" on the "Declassify on' line on the new

material.

UNCLASSIFIED SAMPLE - For Training Purposes Only.
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SAMPLE 21. THE "CLASSIFIED BY" LINE.

0 0

b Go

0) ý, - -F4, Anew document whichcontainsinfor-
C ) 0 Ž <n U _ ! mation extracted from or based on the

0 , C guidance contained in the source docu-
:) C 0' -0 T 2 'MO , ment as shown in the left column.

Ec'- u-l E • ) L would be marked with a"Classifed by"

++ •m ++ +" • +o C.,..
0 3 o E -C 0 o i( ine as follows. 0

0

Classified by: DD Form 254 for
N00019-84-C-Ot23 ot 6/9/84

<Classified by: NAVSEA SCw of 101O0o4

u " by Itr of 7/70/84( 0 V

SClassified byNAVSEA h f778
Classified by. DD Form 254. N00019-84-*

'j• '• C-0123 ot 6/9/84 and NAVSEA SCG
of 1/10/84

•w ,• • ,•,Classified by: DO Form 254. N00019o84.
____ _____ ______ - C-0123 of 6/9/84 and Multiple Sources * *

A,, - Classified by: DD Form 254 for PO
N00019-67890 ot 8114/63 4

Classified by: ABC Security Co It0/
of 7/14/84

fite the source document. Do not A record is required to support the

cite the information on the source's classification and it must be retained
"Classified by" line for the duration of the contract

This sample illustrates' some of the variations that may occur when completing the 'Classified by"
line. The purpose of the "Classified by". line is to provide an "audit trail" to the original classifier of the
information. A contractor will have a DO Form 254 for each classified contract that should provide the
guidance necessary for classifying information, however, many times the DD Form 254 itself does not
contain aoy guidance but incorporates by reference one or more Security Classification Guides uSCG) In
such instances, the c+ntractCr may elect to show the DD Form 254 or the SCG or both. Likewise, when
responding to a classified letter, message or other document from a User Agency or another contractor.
the contractor may cite the incoming source document rather than the Ds Form 254

UNCLASSIFIED SAMPLE-For Training Purposes Only
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